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Section 1| What is a Blockchain
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What is a Blockchain?
In simplest terms, Blockchain works like...
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Broadcast: A transaction is Validation: participants use @ Block formation: the verified

submitted and broadcasted to algorithms to confirm that the transaction is combined with

all participants on the network submitted transaction is valid other verified transactions to
form a block

vV

Hashing: the block is attached
to the previous chain of blocks
(‘hashing’) in a manner that is

both permanent and immutable
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What is a Blockchain?
How does Blockchain achieve these key properties?

TRUST

’%ﬁ

Decentralization

Q

Anonymity

 Verifiable by public yet
anonymous

Public and private digital
signatures allow the network

Power to update the
blockchain lies with all
participants, not a single party

Participants validate updates

» Safe and secure ecosystem
providing tamper-free
environment

* Transaction contains a digital

to verify updates using public
knowledge through
asymmetric hashing

through hashing and updating
their ledges

finger print generated though
hash function for all prior
transactions

’ All key features of Blockchain rely on cryptographic hashes |
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What is a Blockchain?
What is a cryptographic hash function?

Data Hashes

SHA-1

CRC is in Toronto 1F604566B248811DCBFBDF67515131BA6B25467C

SHA-1 '

CRC is in oronto 11C9EED4672656430F65F53DEC02B0CF16A1BD06

SHA-1

F1C597CA64E717130F8A61659EFD07339C806530

CRC is in Toronto

F1C597CA64E717130F8A61659EFD07339C806530 x CRC is in Toronto

’ Hashes are designed not to be unscrambled to reveal the input data |
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Section 2| Mechanics of Blockchain
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Mechanics of Blockchain
A blockchain is made up of blocks, that each point to the preceding parent

Block 0

This block is also known Transaction 1 detail

. 2016/01/01 00:00
as the Genesis block
Block header

Block 1 The

Transaction 2 detail

2016/01/31 15:31 — Blockchain

Block header

The block header is a
security tool that includes
hashes from the previous Block 2

X Transaction 3 detail
block, from this block, and 2016/01/31 15:31
a nonce.

Block header
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Mechanics of Blockchain
To add transactions to a blockchain, cryptographic hashes are calculated for
the new block, which is verified by the rest of the network

Transaction (Tx) 1

Root hash is calculated
from both party’s

Party A signature signatures, transaction
details.

( Block Header \

——— Hash of the prior block’s header

Transaction details
Incl. time stamp

Root hash of Txs in the block

2

Header resides in
) the newly created
block

\_

Party B signature

3 Once the block’s
transaction and header are
verified by the chain, it is
attached to the blockchain

Block 3
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Mechanics of Blockchain
The iterative process, called “mining”, creates collective memories by
distributing the chance to update based on the computation power

Nonce is a random number that a Blockchain
node guesses to meet the required difficulty

4 threshold imposed by the network
Block Header
Hash of the hegger
. Nomce
G V.
No I
Create next Yes New block created No Megitffriiﬂlllt'red Yes
: by other node? Yy
block instead y L threshold?
/ \ Attempt 1: Nonce = 2F2B34BC 0fbdd81048...89778b67690ec
Difficulty
threshold: Attempt 2: Nonce = 1232ASDF Fefc2ab33ce...15de69d8a23e
0000XXXXXXX
XXX.... .
k / Attempt xx: Nonce = 52AB3123 0000bc24a33...033602d3d23

PLATFORM | | | | | CANADIAN

® |
RQVOllItIOI'I | - Ly | L e E ICNOSNUFREAI\?I\IECNECE



Mechanics of Blockchain
Case study: how Blockchain prevents fraudulent transactions through
collective memories of the network

0 Manisha created a fraudulent transaction
(Block 3) by sending 100 dollars that she
does not own to Helen

Block 1

Due to the distributed network, there is a
higher chance for people to verify the right
© chain (Block 2)

Block 2

G

They append verifiable blocks to Block 2.
(Block 5)

e With several iterations, Block 3 become
part of the orphaned chain, which
eventually gets truncated from everyone’s
memory. (Block 6 and onwards)
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Section 3| Blockchain & Insurance
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Blockchain & Insurance

PROBLEM

What is Blockchain and how can it be used to
improve insurance?

The project team learned from experts how

blockchain works and then defined, tested and AlG| ¢ the co-operators:

evaluated use cases where this technology can

Improve existing insurance processes. I Manulife RSA*
Munich RE = *Cd

15 34 1 3 6

& N
GUY CARPENTER
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Blockchain & Insurance

e
P /
e

. o "QEQ'REM“IB\IQENE«\IT
St S e
Understanding Blockchain Customer and Business Use Case Development Use Case Selection and
Problems Finalization
Industry Lectures Identifying current industry pain Define blockchain use cases Dzyzlop iseLecal_?n rr;?del
points through surveys and using Design Thinking and identity the “Top > use
research cases for blockchain
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|dentified Use Cases for Blockchain

8. Broker/ 14. 10T
Insurer enabled

platform for =T
licensing 12. Accidental Property
confirmation Death and Insurance
Dismemberme
nt Insurance

5. Surety

1. Parametric insurance

insurance
(e.g. crop

insurance) 7 Warranty

3. Group Insurance

Benefit -
Coordination of 15. Robo
9. OpenlLedger -

Benefit Claim Claim Process
process 11. Insurance
Incentive
Tokens

4. "Cargo/Food
Spoilage |IOT

6. Real time 13. Know-Your-

2. Travel
Delay/
Cancellation
Insurance
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Insurance -
Marine
Insurance

(24/7)
Insurance/ 10. Anti Fraud

Reinsurance Dataase
Business

EEEEEEEEEE | coNGRES

Customer/Anti-
Money
Laundering
(KYC/AML)
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Selection Process

The team selected one of Karl

Wieger’s Agile prioritization Variables
techniques called “Relative Risk not to implement (RNT)
Weighting” :
Business Values (BV) - Hedgeyness
' Self-evident (COST
BV x RNT Innovativeness ( )
Rank (fn) — Quality of Source - Cost
COST x RTO

Revenue Generation Risk to implement (RTO)
Customer Impact - Complexity

Cost Min/Process Improvement - Barriers to Entry
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Group Benefit Coordination Today

h

Cathy got a massage Prepare Documents

Insurance 2:
100% (husband)

Check and response Check and response

Insurance 1:
70% (her own)

v

INSURANCE 2
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Group Benefit Coordination with Blockchain

=
-
» <
—
L -

A

INSURANCE 1

INSURANCE 2

Ak

Insured got a treatment

Enter Data via app Insurance Check Pay money
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Health

Insurance
e
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mauFance :
. e Travel
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Busineas insurghce
insunce

Business
insumnee.

Travel

Children's meuMance

Health
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'.ﬂ Questions?
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